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eDrivium Firewall Check-IT Service

In today’s technological age, network security is an ever-evolving art-form. In order to stay ahead of exploits,
you must audit and review your key security tools regularly to ensure that the settings and security policies are
up-to-date and as strong as your business allows.

Down-time and exploits can result in lost orders, reduced productivity, and damage to your company’s
reputation. To minimize the risk, eDrivium’s Firewall Check-IT Service provides a review of Firewall together
with a comprehensive report outlining suggestions for optimization; all within an affordable 2-day engagement.

Scope of Review: Users
e Local user list review - stale accounts
Status e |DAP
e Patch Level e RADIUS
e Licenses e Password policy recommendation

Network Security Services

e |P addresses e Review and configuration of:

e Interfaces e Content Filter

e VLAN Interfaces e Client AV Enforcement

e MTU e Gateway Anti-Virus

e Usage on the Interface e Intrusion Prevention

e NAT Rules e Anti-Spyware

e Objects - stale objects e Testing of AV and Content Filter
Ruleset

e Rules and ruleset verification Firewall Log information review

o . e Storage of the log information
Application Firewall e Retention periods
e Ifin place. Testing and review of the e Backup of the log files
[ ]

application firewall rules, application Log analysis methodology
objects, actions, etc.

VPN Cost:

* Reviewof tunnel settings The cost for this 2-day Check-IT Service is

e Group VPN policy, authentication, $3,200. Other Firewall Review options are also
encryption and authentication algorithms available.

Service & Restrictions

This service is limited to a 2-day engagement for a firewall with fewer than 200 rules, VPN policies and
routes. This service does not include the implementation of recommendations proposed however this
service can be provided as a separate engagement.

Terms of Service
eDrivium will put forth best efforts to maintain the integrity of your network and data.
eDrivium does not assume responsibility of any lost data, files or application issues.
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“We regard eDrivium as a true business partner” network
David Yu, Director of IT, The Equitable Trust Company
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Sign-off

| the undersigned agree to the terms and conditions outlined on the reverse page of this document. | am authorized
to bind the company listed below and do so within the terms specified in this document.

Name of authorized person PO number
Project

Signature of authorized person Project start date

Title

Date signed

On behalf of (company name you are binding)

Approved by (eDrivium authorized representative)

Date

Providing
FIREWALL CHECK-IT | COMPLETE PEACE-OF-MIND network

rting
solutions
cross Canada



